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Replace every bracketed placeholder with your organisation's own detail, delete the guidance notes, then have this document reviewed and formally adopted before use. General information only, not legal advice.
1. Purpose
This policy establishes how [org_name] satisfies the requirement at 45 CFR 164.314(a)(1) (Business Associate Contracts or Other Arrangements): A covered entity may permit a business associate to create, receive, maintain, or transmit ePHI on the covered entity's behalf only if the covered entity obtains satisfactory assurances that the business associate will appropriately safeguard the information.
2. Scope
This policy applies to all workforce members of [org_name], including employees, contractors, volunteers and trainees, and to all systems, facilities and media that create, receive, maintain or transmit electronic protected health information.
3. Responsibility
The Security Officer, [security_officer] ([security_email]), owns this policy and is accountable for its implementation, review and enforcement. Day-to-day operation is delegated to [control_owner].
4. Policy
[org_name] will:
• A covered entity may permit a business associate to create, receive, maintain or transmit ePHI on its behalf only with satisfactory assurances, documented in a written contract, that the business associate will appropriately safeguard the information. The organisational requirement at 164.314(a)(1) sets what that contract must contain; 164.308(b)(1) requires the assurances themselves.
• The agreement must require the business associate to:.
• Comply with the Security Rule's administrative, physical and technical safeguards.
• Ensure that any subcontractor creating, receiving, maintaining or transmitting ePHI on its behalf agrees to equivalent restrictions, through a downstream agreement.
• Report security incidents, including breaches of unsecured PHI, to the covered entity.
• Make its practices available to HHS for compliance review.
• Return or destroy PHI at termination where feasible, and extend protections where it is not.
• Operating the requirement in practice:.
• - Identify business associates by function, not by label. A vendor with incidental, unavoidable access — a cloud host, a managed service provider, an offshore transcription service — is a business associate. Conduit exceptions are narrow and often misapplied.
• - Maintain a register with counterparty, service, ePHI involved, agreement dates, expiry and renewal owner.
• - Execute the agreement before any ePHI moves, not after go-live.
• - Set breach reporting timelines in the contract rather than relying on the regulatory default, which can consume most of your own 60-day window.
• - Assess the risk each business associate presents proportionate to the data they hold; a signature is assurance, not verification.
• - Track subcontractors where they materially hold your data.
• - Review agreements on renewal, on material service change, and when regulation changes.
• - Ensure termination triggers return or destruction, and obtain confirmation.
• Business associates are directly liable for Security Rule compliance and have been the subject of OCR enforcement in their own right.
5. Procedure
Describe the steps your organisation actually follows, who performs each one, and how often. Replace this paragraph with that detail — a policy that states an intention without a procedure is a common audit finding.
[Insert procedure: trigger, steps, responsible role, frequency, records produced.]
6. Records and retention
The following records evidence this control and are retained for a minimum of six years from the later of the date of creation or the date last in effect, per 45 CFR 164.316(b)(2):
• Business associate management policy and procedure
• Register of all business associates, with service, ePHI involved and access route
• Executed business associate agreements, with effective and expiry dates
• Evidence that the agreement predates any ePHI disclosure
• Subcontractor arrangements where a business associate uses downstream providers
• Risk assessment or due diligence records per business associate, proportionate to risk
• Breach and incident notification terms, including agreed timelines
• Renewal tracking and review records
• Termination records showing return or destruction of PHI, with confirmation received
• Records of incidents reported by business associates and the response taken
7. Monitoring and testing
Effectiveness is verified at least annually, and after any material change, by:
• Reconcile the business associate register against accounts payable and the vendor list to find unregistered relationships
• Confirm a signed agreement exists for every counterparty with access to ePHI
• Check that agreement effective dates precede the start of ePHI disclosure
• Review agreement text for each required element, including subcontractor flow-down and incident reporting
• Sample cloud and IT vendors specifically, since these are most often misclassified as outside scope
• Confirm breach notification timelines are contractually specified rather than left to default
• Review due diligence evidence and test whether it is proportionate to the data held
• Confirm expiring agreements are tracked and renewed before lapse
• Sample terminated relationships and confirm PHI return or destruction was obtained in writing
• Trace a business-associate-reported incident through to your own documented response
8. Enforcement
Failure to comply is addressed under the sanction policy required by 45 CFR 164.308(a)(1)(ii)(C), up to and including termination of employment or contract.
9. Review
This policy is reviewed at least annually by the Security Officer, and whenever a change in operations, technology or regulation affects it.
10. Adoption
Adopted by: [approver_name], [approver_title]. Effective date: [effective_date]. Version: [version]. Next review due: [review_date].
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