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Replace every bracketed placeholder with your organisation's own detail, delete the guidance notes, then have this document reviewed and formally adopted before use. General information only, not legal advice.
1. Purpose
This policy establishes how [org_name] satisfies the requirement at 45 CFR 164.316(b)(1) (Documentation): Maintain the policies and procedures implemented to comply with this subpart in written (which may be electronic) form.
2. Scope
This policy applies to all workforce members of [org_name], including employees, contractors, volunteers and trainees, and to all systems, facilities and media that create, receive, maintain or transmit electronic protected health information.
3. Responsibility
The Security Officer, [security_officer] ([security_email]), owns this policy and is accountable for its implementation, review and enforcement. Day-to-day operation is delegated to [control_owner].
4. Policy
[org_name] will:
• Maintain the policies and procedures implemented to comply with this subpart in written form, which may be electronic. Where an action, activity or assessment is required to be documented, maintain a written record of it.
• The second half is where organisations fail. Policies are usually written; the record of the required activities frequently is not. Under the Security Rule the evidence effectively is the compliance — an activity you cannot evidence is treated as an activity that did not happen.
• Documentation must cover:.
• Policies and procedures for every standard and implementation specification.
• The risk analysis and risk management decisions, including accepted risks and why.
• Decisions on every addressable specification, with equivalent alternatives where applicable.
• Security incidents, their investigation and their outcomes.
• Workforce training delivery, attendance and content version.
• Sanctions applied under the sanction policy.
• Information system activity reviews, including what was examined and what was found.
• Periodic evaluations under 164.308(a)(8).
• Access authorisations, modifications and terminations.
• Business associate agreements and related assurances.
• Contingency plan testing and revision.
• Facility access and maintenance records.
• Implementation approach:.
• - Assign an owner to each documentation type; unowned records are the ones that stop being kept.
• - Define where each record lives, so it can be produced quickly under time pressure.
• - Timestamp records at the time of the activity. Reconstructed evidence is visibly reconstructed and damages credibility.
• - Protect documentation integrity and restrict who can alter it.
• - Index the set so a regulator request can be answered in days rather than weeks.
• - Apply the six-year retention rule at 164.316(b)(2) consistently.
• - Include electronic evidence such as configuration exports, log extracts and ticket records.
• OCR investigations routinely begin with a documentation request. The speed and completeness of that response shapes everything that follows.
5. Procedure
Describe the steps your organisation actually follows, who performs each one, and how often. Replace this paragraph with that detail — a policy that states an intention without a procedure is a common audit finding.
[Insert procedure: trigger, steps, responsible role, frequency, records produced.]
6. Records and retention
The following records evidence this control and are retained for a minimum of six years from the later of the date of creation or the date last in effect, per 45 CFR 164.316(b)(2):
• Complete written policy and procedure set, electronic form acceptable
• Documentation inventory listing each required record, its owner and its location
• Risk analysis reports and risk management decision records
• Addressable specification decision records
• Security incident files, including investigation and resolution
• Training records with dates, attendees and material version
• Sanction records where policy was breached
• Information system activity review records
• Periodic evaluation reports under 164.308(a)(8)
• Access authorisation, modification and termination records
• Business associate agreements and due diligence evidence
• Contingency plan test results and revisions
• Retention and disposal schedule aligned to 164.316(b)(2)
7. Monitoring and testing
Effectiveness is verified at least annually, and after any material change, by:
• Request the documentation inventory and confirm each required record type is listed with an owner
• Sample each record type and confirm it exists, is dated and is retrievable
• Test retrieval speed by requesting a specific historic record without notice
• Confirm records are timestamped contemporaneously rather than assembled retrospectively
• Verify the risk analysis is documented, dated and covers the whole ePHI estate
• Confirm addressable specification decisions are recorded in writing
• Check training records reconcile against the current staff list
• Confirm activity review records show what was examined, not merely that review occurred
• Verify retention meets six years by retrieving a record from the earliest period
• Confirm documentation integrity controls prevent undetected alteration
8. Enforcement
Failure to comply is addressed under the sanction policy required by 45 CFR 164.308(a)(1)(ii)(C), up to and including termination of employment or contract.
9. Review
This policy is reviewed at least annually by the Security Officer, and whenever a change in operations, technology or regulation affects it.
10. Adoption
Adopted by: [approver_name], [approver_title]. Effective date: [effective_date]. Version: [version]. Next review due: [review_date].
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