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Replace every bracketed placeholder with your organisation's own detail, delete the guidance notes, then have this document reviewed and formally adopted before use. General information only, not legal advice.
1. Purpose
This policy establishes how [org_name] satisfies the requirement at 45 CFR 164.314(b)(1) (Requirements for Group Health Plans): Except when the only ePHI disclosed to a plan sponsor is disclosed pursuant to 164.504(f)(1)(ii) or (iii), or as permitted under 164.508(a)(3)(i), a group health plan must ensure that its plan documents provide that the plan sponsor will reasonably and appropriately safeguard ePHI.
2. Scope
This policy applies to all workforce members of [org_name], including employees, contractors, volunteers and trainees, and to all systems, facilities and media that create, receive, maintain or transmit electronic protected health information.
3. Responsibility
The Security Officer, [security_officer] ([security_email]), owns this policy and is accountable for its implementation, review and enforcement. Day-to-day operation is delegated to [control_owner].
4. Policy
[org_name] will:
• Except where the only ePHI disclosed to a plan sponsor is disclosed under 164.504(f)(1)(ii) or (iii), or as authorised under 164.508, a group health plan must ensure its plan documents require the plan sponsor to reasonably and appropriately safeguard ePHI it creates, receives, maintains or transmits on the plan's behalf. The requirement sits at 164.314(b)(1), and the specifications at 164.314(b)(2).
• Plan documents must require the plan sponsor to:.
• Implement administrative, physical and technical safeguards that reasonably and appropriately protect ePHI.
• Ensure that adequate separation between the plan and the plan sponsor, required by 164.504(f)(2)(iii), is supported by reasonable and appropriate security measures.
• Ensure that any agent to whom it provides ePHI agrees to implement reasonable and appropriate security measures.
• Report to the group health plan any security incident of which it becomes aware.
• Implementation approach:.
• - Identify precisely which ePHI flows to the plan sponsor and under what authority; enrolment and disenrolment information and summary health information carry different treatment.
• - Amend plan documents to carry each required provision. This is a plan document obligation, not a business associate agreement, and the two are frequently conflated.
• - Make the firewall between plan administration and employment functions real: restrict access to named individuals performing plan administration, and enforce it technically.
• - Name the individuals or classes permitted access in the plan documents, and keep that list current.
• - Train those individuals on their distinct obligations and record it.
• - Establish an incident reporting route from the sponsor back to the plan.
• - Flow the requirements to any agent or third-party administrator handling plan ePHI.
• - Retain plan documents and amendments for six years under 164.316(b)(2).
• The recurring failure here is practical rather than legal: HR staff hold both employment and plan administration roles, and the separation exists on paper while the same person sees both sets of data with the same account.
5. Procedure
Describe the steps your organisation actually follows, who performs each one, and how often. Replace this paragraph with that detail — a policy that states an intention without a procedure is a common audit finding.
[Insert procedure: trigger, steps, responsible role, frequency, records produced.]
6. Records and retention
The following records evidence this control and are retained for a minimum of six years from the later of the date of creation or the date last in effect, per 45 CFR 164.316(b)(2):
• Plan documents containing each provision required by 164.314(b)(2)
• Plan document amendments and their adoption records
• Description of ePHI flows between the plan, the sponsor and any third-party administrator
• Named individuals or classes permitted access for plan administration, kept current
• Adequate separation procedures and the technical measures enforcing them
• Access control configuration evidence showing the separation is enforced in systems
• Training records for individuals with plan administration access
• Agent and third-party administrator agreements carrying the requirements downstream
• Incident reporting procedure from sponsor to plan, and records of reports made
• Retention evidence for plan documents under 164.316(b)(2)
7. Monitoring and testing
Effectiveness is verified at least annually, and after any material change, by:
• Review plan documents and confirm every provision required by 164.314(b)(2) is present
• Map actual ePHI flows and compare against the documented description
• Confirm the list of individuals permitted plan administration access is current and matches reality
• Test access controls to confirm separation is technically enforced, not merely stated
• Sample individuals holding both HR and plan administration duties and examine how their access is segregated
• Confirm training was delivered to those with plan administration access, with records
• Review agent and third-party administrator agreements for flow-down of the requirements
• Trace any incident reported by the sponsor through to the plan's response
• Confirm summary health information and enrolment data are handled under the correct authority
• Verify plan documents and amendments are retained for six years
8. Enforcement
Failure to comply is addressed under the sanction policy required by 45 CFR 164.308(a)(1)(ii)(C), up to and including termination of employment or contract.
9. Review
This policy is reviewed at least annually by the Security Officer, and whenever a change in operations, technology or regulation affects it.
10. Adoption
Adopted by: [approver_name], [approver_title]. Effective date: [effective_date]. Version: [version]. Next review due: [review_date].
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